UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

TINH QUANG NAM Paoc 1ap - Tw do - Hanh phiic
S6: 531/QD-UBND Quang Nam, ngay 17 thang 3 nam 2023
QUYET PINH

Ban hanh m6 hinh mang néi bg, két n6i mang di€én rong ciia co quan
Nha nuéc trén dia ban tinh Quing Nam

UY BAN NHAN DAN TINH QUANG NAM

~ Can cir Ludt T 6 chirc chinh quyén dia phwong ngay 1 9/6/2015; Ludt sia doi,
bo sung mot so diéu cua Luat To chirc Chinh phu va Ludt To chirc chinh quyén dia
phuwong ngay 22/11/2019;

Can cir Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phii vé dam
bdo an toan théng tin theo cdp do; Thong tw s6 12/2022/TT-BTTTT ngay 12/8/2022
ciia B¢ Théng tin va Truyén thong vé quy dinh chi tiét va huéng dan mét sé diéu cia
Nghi dinh s6 85/2016/NP-CP ngay 01/7/2016 ciia Chinh phii;

Can cir Cong van s6 1694/BTTTT- CATTT ngay 31/5/2019 cua By Thong tin
va Truyén thong ve viéc hu’O’ng dan yéu cau an toan thong tin co ban doi véi hé
théng thong tin két néi vao Mang truyén sé liéu chuyén dung; Cong van 6
273/BTTTT-CBDTW ngay 31/01/2020 ciia Bé Théng tin va Truyén théng vé viéc
huéng dan mé hinh tham chiéu vé két noi mang cho b, nganh, dia phwong,;

Xét d@é nghi cia Giam doc Sé Thong tin va Truyén thong tai To trinh s6
42/TTr-STTTT ngay 13/3/2023.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay mé hinh mang ndi bo, két ndi
mang dién rong (WAN) cta co quan Nha nudce trén dia ban tinh Quang Nam.

Piéu 2. Giao S¢ Thong tin va Truyén thong chu tri, phdi hop véi cac co quan,
don vi c6 lién quan hudng dan, t6 churc trién khai thuc hién Quyét dinh nay.

Piéu 3. Chanh Vin phong UBND tinh; Giam ddc S¢ Thong tin va Tmyér}
thong; "Ehﬁ treong cac So, Ban, nganh; Chu tich UBND cac huyén, thi x4, thanh pho
va cac to chirc, ca nhan c¢o li€n quan chiu trach nhiém thi hanh Quyét dinh nay.

Quyét dinh nay c6 hiéu luc ké tir ngay ky./.

Noi nhgn: TM. UY BAN NHAN DAN

- Nhu diéu 3; , KT, CHU TICH
- B Thong tin va Truyén thong (b/c); .

-TTTU, TT HDND tinh;

- Chu tich, cac PCT UBND tinh;

- Cac S0, Ban, nganh;

- UBND cac huyén, thi x4, thanh ph;
- CPVP;

- Luu: VT, KGVX (Hau).

Ho6 Quang Biru



MO HINH MANG NOI BQ, KET NOI MANG DIEN RONG (WAN)
CUA CO QUAN NHA NUOC TREN PIA BAN TINH QUANG NAM

(Kém theo Quyét dinh so

/ODb-UBND ngay

I. Pham vi va déi twong &p dung

1. Pham vi &p dung

/1312023 cua UBND tinh Quang Nam)

Tai liéu nay hudng dan vé md hinh mang noi bo, két ndi mang dién rong
(WAN) cta co quan Nha nudc trén dia ban tinh Quang Nam.

2. Péi twong ap dung

- Cac co quan Nha nudc trén dia ban tinh Quang Nam c6 diém két ndi vao ha
tang mang WAN cua tinh bao gom céc Sé, Ban, nganh; cac co quan dang, hoi, doan
thé; cac huyén, thi x4, thanh phé; cac xa, phuong, thi tran (goi chung cdc co quan,
don vi, dia phuong).

- Céc doanh nghiép vién thdng c6 ha tang truyén dan du dieu kién tham gia
cung cap, quan ly, van hanh, ket noi va dam bao an toan thong tin cia mang TSLCD
cap Il tinh Quang Nam.

I1. Giai thich tir ngik, tir viét tit

STT Tir viét tat Giai thich
1 |CNTT Cdng nghé théng tin
2 |ATTT An toan théng tin
3 |HTTT Hé théng thdng tin
4 | csDL Co s6 dit lieu
5 |COPT Chinh quyén dién tur
6 | UBND Uy ban nhan dan
7 | TTDL Trung tam dir liéu
8 | DC (Data center) Trung tam dir liéu chinh
9 | DR (Disaster Recovery) Trung tam dit lieu du phong
10 |DNVT Doanh nghiép Vién thong
11 | TsLCD cip I (I:gznlglj truyén sd liéu chuyén ding
12 m;r;gork)LAN (Local Area Mang cuc bo




STT Tir viét tat Giai thich
13 |Mang  WAN (Wire Area Mang dién rong
Network)
14 | SD-WAN (software-defined | L& Mang di¢n rong dugc xac dinh
Wide Area Network) bang phan mém.

la mot loai cdng nghé chuyén tiép
dir liéu c6 kha nang thong qua cac
15 | MPLS (Multiprotocol ~ Label | duong dan mang dugc dinh san
Switching) trong k¥ thuat MPLS d¢ gia tang toc
d6 két ndi mang internet va kiém
soat ludng luu luong mang

16 | VPN (Vitual Private Netwok) | Mang riéng ao

17 | VLAN (Vitual Local Area Mang cuc bo 40
Network)

I11. Nguyén tic chung

1. H¢ thong mang noi bg, két ndi mang dién rong cua céc co quan, don vi, dia
phuong khi xay dung méi, nang cap, trién khai thuc hién phai dap img dugc cac yéu
cau sau:

- Pam bao theo cac md hinh chuan dit ra trong quy dinh nay.

- bam béo hé thong mang hoat dong on dinh, thdng suot, dap (g cc yéu cau
V€ an toan thong tin theo quy dinh.

- Bam bao du phong vé thiét bi va dudng truyén theo mé hinh ting cap.

- Théng nhat quy hoach dia chi IP cua cac co quan, don vi trén dia ban tinh
theo Phu luc I (Ipv6) va Phu luc Il (Ipv4) kem theo Quyét dinh nay.

- Thiét bi, hé théng dap tmg ning luc va §5n sang trién khai da,dich vu (Hoi
nghi truyen hinh, wifi, camera giam sat, két noi internet va mang so liéu chuyén
dung, ...).

- Bap ung kha ning mo rong hé thong theo nhu cau, tam nhin tir 3-5 nam.

- Pon gian, thuan tién trong quan ly, kiém soat va van hanh.

2. Yéu cau két néi ky thuat:

- V& két ndi: két ndi internet va MPLS (cong nghé gip tang toc dg két nol

Mang internet théng qua cdc dwong ddn mang dwoe dinh san) cia 2 nha cung cap
dich vy nham dam bao tinh dy phong.

- Vé kha nang dap (mg dong thoi nhiéu dich vy: dam bao cho két ndi internet,
hoi nghi truyén hinh, wifi, camera giam sat, chia s¢ may in,...

- Thiét bi core (firewall, switch core) yéu cau port uplink va cac port downlink
dap ung toi thieu 1Gbps va khuyén nghi 10Gbps.
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IV. Cac md hinh mang nai bd, két néi mang dién réng cia co' quan nha
nwoc trén dia ban tinh Quang Nam

1. M6 hinh mang dién réng két néi cic co quan nha nwéc tinh Quang
Nam

Hg thong mang WAN cua tinh dugc thiét 13p trén cong nghé SD-WAN, dam
bao tan dung hiéu qua cac duong truyén Internet, duong truyen so liéu chuyén dung
hay cac duong mang riéng cia cac co quan, don vi trén dia ban toan tinh, dap (ng
nhu ciu ngay cang ting trong viéc bao dam chat lugng duong truyén phuc vu céc

ung dung hién dai nhu VolP, hoi nghi truyen,hlnh . dong thoi, gitp don gian hoa
cong tac quan tri, van hanh va khai thac hé thong mang mét cach hiéu qua hon.

M® hinh trién khai SD-WAN toan tinh duoc thé hién theo so dd sau:

D : SO-WAN Ot A S

e

i
I

Mang WAN cua tinh duoc xay dung, trién khai dua trén duong truyén mang
Internet va MPLS tai DC, DR va cac don vi truc thugc cap Tinh, cap Huyén va cap
X4, thong qua cac thiét bi két néi SD-WAN.
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2. M6 hinh tham chiéu mang ni bj cia cac S&, Ban, nganh; cac huyén,
thi x&, thanh pho

2.1. M@ hinh thiét ké

Wi controler

00 U@

SD-WtN contraler

98 89

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Trung tam dir liéu tinh
Quang Nam

S0, nganh, dia phuong

2.2. Y8u cdu riéng

- Thiét ké phan l6p: 16p bao mat, I6p core va lop access. Kich ban khi thiét bi
firewall su co, chuyén két noi sang thict bi switch core.

- Vé dam bao ATTT: hé thdng dugc quy hoach cac zone bao vé: zone office,
zone dir liéu tap trung, zone internet, zone SLCD, zone HNTH,...

- V& thiét bi: firewall, switch core dugc trién khai dy phong tu dong (High
available), truong hop su co 1 thiét bi thi thiét bi con lai van dam bao nang luc hoat
dong.

- Thong s6 ky thuat cc cap Firewall, Swith core, Swith access toi thieu theo
Phu luc 111 kem theo Quyét dinh nay.
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3. M6 hinh tham chiéu h¢ thong mang ndi bd (LAN) doi véi cap xa,
phwong, thi tran
3.1. M6 hinh thiét ké

Wifi controller

© © 0Q

SD-WAN controler

2 Trung tam dir liéu tinh
Internet MPLS Quang Nam

/ xs/pm X4, phll‘f)‘ﬂg, thl trén

g
= EEE (A
Firewall/
SDWAN

4

Prisier

3.2. Y&u cau riéng
- Thiét ké phan lép: 16p bao mat, 16p core va 16p access.

- VVé dam bao ATTT: firewall bao vé truy cap hai chiéu tir bén trong ra bén
ngoai va nguoc lai.

- Théng sb k¥ thuat Firewall, switch ti thiéu theo Phu luc IV kém theo Quyét
dinh nay.

V. Té chirc thuc hién
1. S& Thong tin va Truyén thong

- Tham muu dau tu trang thiét bi, to chtc trién khai thuc hién, van hanh Trung
tam di li¢u tinh Quang Nam.

- Co quan thuong tryc tham muu hudng dan cho cac co quan, don vi, dia
phuong trén dia ban tinh t,huc hién trién khai theo mét trong cac mé hinh két noi da
dugc quy dinh trong Quyeét dinh trén.

- Cha tri huéng defm ky thuat, theo doi, gidm sat cac co quan, don vi, dia
phuong thuc hién, ndng cap hoan thién hé thong mang néi bo LAN theo cac mo hinh
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mAu cdn cir VAo Yéu cau cap do cia HTTT ma don vi trién khai tai co quan minh.

- Quan Iy tap trung ha tang, luu lugng mang TSLCD cép Il khi ha tang
TTTHDL duogc nang cap dap tmg dugc yéu cau.

- Tham dinh, quyét dinh cac co quan, don vi, dia phuong dam bao ATTT cap
d0 2; tham dinh, dé xuat co quan co tham quyen quyét dinh cac co quan, don vi, dia
phuong dam bao ATTT cap d6 3 tro Ién.

- Tham dinh c4c dy &n nang cap ha tang h¢ thdng mang cua céc co quan, don
vi, dia phuong; phoi hop véi cac don vi €6 lién quan thanh tra, kiém tra, xu ly cac
co quan, don Vi, dia phuong khong dam bao ATTT, thuc hién trai quy dinh quyét
dinh nay.

- Phéi hop véi cac doanh nghiép vién thong va cac co quan don vi lién quan
yéu cau thyc hién cac ket noi, bién phap dam bao an toan thong suot cho ha tang ket
noi cua tinh.

- Phéi hop véi doanh nghiép vién théng cung cap ha tang kénh két ndi, dinh
tuyén, cai dat hiéu chinh theo dia chi IP Wan va IP Lan da quy hoach cho cac co
quan, don vi cua tinh Quang Nam.

2. Cac co quan, don vi, dia phwong trén dia ban tinh

- Phéi hop véi So Thong tin va Truyen thong thuc hién ra soat lai ha tang
mang LAN cua co quan, don vi, dia phuong minh, trién khai nang cap ha tang, cac
dieu kién can thiet dam bao két noi theo mo hinh quy dinh.

- Chu dong lam viéc véi co quan chuyén trach vé an toan thong tin dé xuat ho
so xac dinh cap d6 an toan thdng tin cho HTTT cua co quan, don vi, dia phuong
minh.

- Phoi hop vai S¢ Thong tin va Truyen thong va cac don vi ¢6 lién quan quy
hoach, néng cap, trang bi ha tang CNTT, cap phat dia chi Ipv4, Ipv6 cho cap xa, don
vi truc thudc co quan, don vi, dia phwong minh.

- Tai cac don vi ¢ap X& (cdc xd, phuong, thy tran thugc cac huyén, thi x, thanh
pho), viéc trien khai cac thi€t bi ket noi SD-WAN sé do cac huyén, thi xa, thanh pho
chu tri thyc hién, tuan thu mo hinh ket noi va dap tng cac yéu cau, tiéu chi trong ket
noi mang ludi SD-WAN toan tinh.,

3. Sé Tai chinh

Chu tri, phoi hop voi S Thang tin va Truyen thong va cac don vi, can cir kha
nang ngan sach tham muu UBND tinh vé nguon va muc kinh phi chi thuong xuyén
dé co quan, don vi, dia phuong thuc hién nhiém vu theo quy dinh Luat Ngan sach
nha nudc va quy dinh hién hanh.

4. Cac Doanh nghiép vién thong

- Hb tro cac co quan, don vi trén dia ban tinh thiét 1ap thiét bi dau cudi cua
mang TSLCD cap Il, phan tach VLAN giira chuyén dung va céng cong.

- Trién khai phan tach ha tang caa minh tach riéng véi ha ting mang TSLCD
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cap II dam bao cé&c yéu cau ky thuat, an toan thong tin theo quy dinh phap luat.
- Trién khai diém tap trung luu luong Internet cho cac co quan, don vi trén
dia ban tinh.

- Xay dung phuong an két ndi dam bao thong suét cho ha ting mang TSLCD
cap 11 két ndi trung ké véi mang TSLCD cép I dap tng yéu cau ki thuat, bao dam
an toan thong tin.



Phu luc |

Quy hoach dia chi Ipv6 ciia cac co quan nha nwéc trén dia ban tinh

STT Don vi sir dung IP Loopback IP WAN IP LAN

| Sé, Ban, nganh

1 | Trung tdm dir liéu tinh A:B:C:4000::/64 A:B:C:4004::/64 A:B:C:4010::/64
2 | Van phong UBND tinh A:B:C:4020::/64 A:B:C:4024::/64 A:B:C:4030::/64
3 | Van phong Tinh uy A:B:C:4040::/64 A:B:C:4044::/64 A:B:C:4050::/64
4 gi%fﬁg?\g/fﬁg\%igﬁu A:B:C:4060::/64 A:B:C:4064::/64 A:B:C:4070::/64
5 | S¢ Giao thong van tai A:B:C:4080::/64 A:B:C:4084::/64 A:B:C:4090::/64
6 S¢ Khoa hoc va Cong nghé A:B:C:40a0::/64 A:B:C:40a4::/64 A:B:C:40b0::/64
7 S¢ Ngoai vu A:B:C:40c0::/64 A:B:C:40c4::/64 A:B:C:40d0::/64
8 ﬁgnlg?ﬁgnnghiép va Phit trién A:B:C:40e0::/64 A:B:C:40e4::/64 A:B:C:40f0::/64
9 | So Cong Thuong A:B:C:4100::/64 A:B:C:4104::/64 A:B:C:4110::/64
10 | S& Tai nguyén va Moi truong | A:B:C:4120::/64 A:B:C:4124::/64 A:B:C:4130::/64
11 | S Thong tin va Truyén thong | A:B:C:4140::/64 A:B:C:4144::/64 A:B:C:4150::/64
12 | S6 Giao duc va Pao tao A:B:C:4160::/64 A:B:C:4164::/64 A:B:C:4170::/64
13 | S& Ké hoach va Pau tu A:B:C:4180::/64 A:B:C:4184::/64 A:B:C:4190::/64
14 | So Xay dung A:B:C:41a0::/64 A:B:C:41a4::/64 A:B:C:41b0::/64
15 tshé;:ﬁf’o%"‘)p (BOIVLANLLIA | A'B:cia1c0:/64 | AB:Ci4lca:/64 | AiB:C:41d0:/64
16 | S¢ Tai chinh A:B:C:41e0::/64 A:B:C:41e4::/64 A:B:C:41f0::/64
17 | SoY té A:B:C:4200::/64 A:B:C:4204::/64 A:B:C:4210::/64
18 ISiirhVén hoa, Thé thao va Du A:B:C:4220::/64 A:B:C:4224::/64 A:B:C:4230::/64
19 sg)%zzgfng -Thuongbinh | \:B.cr4240:/64 | ABIC:4244:064 | AB:C:4250::/64
20 | S6 Noi vu A:B:C:4260::/64 A:B:C:4264::/64 A:B:C:4270::/64
21 | Thanh tra tinh A:B:C:4280::/64 A:B:C:4284::/64 A:B:C:4290::/64
22 ?@Sllé zg;lfé“;ﬁngé;‘l’; fM - ABIC44e0:64 | ABICiddedr/od | ABIC:A410:/64
23 | Ban Dan tdc tinh A:B:C:4540::/64 A:B:C:4544::/64 A:B:C:4550::/64
24 Zﬁ?ﬁf;ﬁnmglzﬂl‘;f vu Hanh ABICA680:/64 | ABICABBAIIBA | \ o oo
Il | Cac co quan nganh doc

1 B¢ Chi huy Quan sy tinh A:B:C:4560::/64 A:B:C:4564::/64 A:B:C:4570::/64




STT Pon vi sir dung IP Loopback IP WAN IP LAN

2 | DO ChihuyBOdOIbIEn Phong | g iasg0i6a | AiBIC:4SBAL/6A | AIBIC:4500:/64
3 | Cong an tinh A:B:C:45a0::/64 A:B:C:45a4::/64 A:B:C:45b0::/64
4 | Cuc Hai quan tinh A:B:C:45c0::/64 A:B:C:45c4::/64 A:B:C:45d0::/64
5 Cuc Thué tinh A:B:C:45e0::/64 A:B:C:45e4::/64 A:B:C:45f0::/64
6 | Cuc Théng ké tinh A:B:C:4500::/64 A:B:C:4504::/64 A:B:C:4510::/64
7 gigﬁg%;ﬁnh “Truyénhinh | A\ B.cas20:/64 | ABiCi4524:/64 | A:B:C:4530:/64
8 Kho bac Nha nuéce tinh A:B:C:4540::/64 A:B:C:4544::/64 A:B:C:4550::/64
9 Bao hiém x4 hdi tinh A:B:C:4560::/64 A:B:C:4564::/64 A:B:C:4570::/64
10 | Ngan hang Nha nudc tinh A:B:C:4580::/64 A:B:C:4584::/64 A:B:C:4590::/64
11 | Vién Kiém sé&t nhan dan tinh | A:B:C:45a0::/64 A:B:C:45a4::/64 A:B:C:45b0::/64
12 | Toa an nhan dan tinh A:B:C:45c0::/64 A:B:C:45c4::/64 A:B:C:45d0::/64
I11 | Huyén, thi x4, thanh ph

1 | Thanh phd Tam Ky A:B:C:42a0::/64 A:B:C:42a4::/64 A:B:C:42b0::/64
2 | Thanh phé Hoi An A:B:C:43c0::/64 A:B:C:43c4::/64 A:B:C:43d0::/64
3 | Huyén Duy Xuyén A:B:C:42c0::/64 A:B:C:42c4::/64 A:B:C:42d0::/64
4 | Huyén Pha Ninh A:B:C:42e0::/64 A:B:C:42e4::/64 A:B:C:42f0::/64
5 Huyén Pai Loc A:B:C:4320::/64 A:B:C:4324::/64 A:B:C:4330::/64
6 | Huyén Qué Son A:B:C:4340::/64 A:B:C:4344::/64 A:B:C:4350::/64
7 | Huyén Thang Binh A:B:C:4360::/64 A:B:C:4364::/64 A:B:C:4370::/64
8 Huyén Pién Ban A:B:C:43e0::/64 A:B:C:43e4::/64 A:B:C:43f0::/64
9 | Huyén Nui Thanh A:B:C:4480::/64 A:B:C:4484::/64 A:B:C:4490::/64
10 | Huyén Hiép Buc A:B:C:4300::/64 A:B:C:4304::/64 A:B:C:4310::/64
11 | Huyén Nam Giang A:B:C:4380::/64 A:B:C:4384::/64 A:B:C:4390::/64
12 | Huyén Bong Giang A:B:C:43a0::/64 A:B:C:43a4::/64 A:B:C:43b0::/64
13 | Huyén Tién Phudce A:B:C:4400::/64 A:B:C:4404::/64 A:B:C:4410::/64
14 | Huyén Phudc Son A:B:C:4420::/64 A:B:C:4424::/64 A:B:C:4430::/64
15 | Huyén Bic Tra My A:B:C:4440::/64 A:B:C:4444::/64 A:B:C:4450::/64
16 | Huyén Nam Tra My A:B:C:4460::/64 A:B:C:4464::/64 A:B:C:4470::/64
17 | Huyén Tay Giang A:B:C:44a0::/64 A:B:C:44a4::/64 A:B:C:44b0::/64
18 | Huyén Nong Son A:B:C:44c0::/64 A:B:C:44c4::/64 A:B:C:44d0::/64

* Dy IPv6 dugc phan bo tir VNNIC 1a 2001:0DF0:6380::/48, viét thu gon thanh A:B:C::/48




Quy hoach dia chi IPv4 ciia cac co quan nha nwéce trén dia ban tinh

Phu luc Il

STT Pon vi sir dung IP Loopback IP WAN IP LAN
I Sé, Ban, nganh
o 10.233.0.0/24 | 10.233.0.1
1 | Trung tam dit liéu tinh 172.21.1252/30/32 | 172.21.1.252130 | 10523 1 024 | 102331 1
2 | Van phong UBND tinh 172.21.1.0/30/32 | 172.21.1.0/30 | 10.233.2.0/24 | 10.233.20.1
3 | van phong Tinh uy 172.21.1.4/30/32 | 172.21.1.4/30 | 10.233.3.0/24 | 10.233.30.1
Vin phong Poan dai biéu
4| Qube héi o3 HOND it 172.21.1.8/30/32 | 172.21.1.8/30 | 10.233.4.0/24 | 10.233.40.1
5 | S¢ Giao thong van tai 172.21.1.12/30/32 | 172.21.1.12/30 | 10.233.5.0/24 | 10.233.50.1
6 |SoKhoahocvaCongngheé | 172.21.1.16/30/32 | 172.21.1.16/30 | 10.233.6.0/24 | 10.233.60.1
7 | S& Ngoai vu 172.21.1.20/30/32 | 172.21.1.20/30 | 10.233.7.0/24 |10.233.70.1
g | SO NongnghiépvaPhattrien |-, 51 1 5030/30 | 172.21.1.24/30 | 10.233.8.0/24 | 10.233.80.1
nong thon
9 | S¢ Cong Thuong 172.21.1.28/30/32 | 172.21.1.28/30 | 10.233.9.0/24 | 10.233.90.1
10 | So Tai nguyén va Mai truong | 172.21.1.32/30/32 | 172.21.1.32/30 | 10.233.10.0/24 | 10.233.100.1
11 | So Thong tin va Truyédn thong | 172.21.1.36/30/32 | 172.21.1.36/30 | 10.233.11.0/24 | 10.233.110.1
12 | 6 Gido duc va Pao tao 172.21.1.40/30/32 | 172.21.1.40/30 | 10.233.12.0/24 | 10.233.120.1
13 | S6 K& hoach va Dau tu 172.21.1.44/30/32 | 172.21.1.44/30 | 10.233.13.0/24 | 10.233.130.1
14 | S¢ Xay dung 172.21.1.48/30/32 | 172.21.1.48/30 | 10.233.14.0/24 | 10.233.140.1
15 | S Tu phap 172.21.1.52/30/32 | 172.21.1.52/30 | 10.233.15.0/24 | 10.233.150.1
16 | S& Tai chinh 172.21.1.56/30/32 | 172.21.1.56/30 | 10.233.16.0/24 | 10.233.160.1
17 | S Y té 172.21.1.60/30/32 | 172.21.1.60/30 | 10.233.17.0/24 | 10.233.170.1
18 Is;ghvan héa, thé thao va Du 172.21.1.64/30/32 | 172.21.1.64/30 | 10.233.18.0/24 | 10.233.180.1
19 \?g)%g%gl"”g —Thuongbinh 1925 51 1 68/30/32 | 172.21.1.68/30 | 10.233.19.0/24 | 10.233.190.1
20 | S Noi vu 172.21.1.72/30/32 | 172.21.1.72/30 | 10.233.20.0/24 | 10.233.200.1
21 | Thanh tra tinh 172.21.1.76/30/32 | 172.21.1.76/30 | 10.233.21.0/24 | 10.233.210.1
gp | BQLcac KhukinhtevaKhu |2, 51 1 1595/90/30 | 172.21.1.152/30 | 10.233.40.0/24 | 10.233.40.1
cong nghiép tinh Quang Nam
23 | Ban Dan toc tinh 172.21.1.164/30/32 | 172.21.1.164/30 | 10.233.43.0/24 | 10.233.43.1
94 | Trung tam Phuc vy Hanh 172.21.1.236/30/32 | 172.21.1.236/30 | 10.233.61.0/24 | 10.233.61.1
chinh cong tinh
Il | Cac co quan nganh
1 | Bo Chi huy Quén su tinh 172.21.1.168/30/32 | 172.21.1.168/30 | 10.233.44.0/24 | 10.233.44.1




B6 chi huy Bo doi bién phong

2 |0 172.21.1.172/30/32 | 172.21.1.172/30 | 10.233.45.0/24 | 10.233.45.1
3 | congan tinh 172.21.1.176/30/32 | 172.21.1.176/30 | 10.233.46.0/24 | 10.233.46.1
4 | Cuc Hai quan tinh 172.21.1.180/30/32 | 172.21.1.180/30 | 10.233.47.0/24 | 10.233.47.1
5 | Cuc Thué tinh 172.21.1.184/30/32 | 172.21.1.184/30 | 10.233.48.0/24 | 10.233.48.1
6 | Cuc Théng ké tinh 172.21.1.188/30/32 | 172.21.1.188/30 | 10.233.49.0/24 | 10.233.49.1
7 gigﬁgi;ﬁ“h'myé” hinh—1 175 21.1.192/30/32 | 172.21.1.192/30 | 10.233.50.0/24 | 10.233.50.1
8 | Kho bac Nha nudc tinh 172.21.1.196/30/32 | 172.21.1.196/30 | 10.233.51.0/24 | 10.233.51.1
9 | Bao hiém xa hoi tinh 172.21.1.200/30/32 | 172.21.1.200/30 | 10.233.52.0/24 | 10.233.52.1
10 | Nganhang Nha nuéctinh | 172.21.1.204/30/32 | 172.21.1.204/30 | 10.233.53.0/24 | 10.233.53.1
11 | Vién kiém sitnhan dan tinh | 172.21.1.208/30/32 | 172.21.1.208/30 | 10.233.54.0/24 | 10.233.54.1
12 | Toa 4n nhan dan tinh 172.21.1.212/30/32 | 172.21.1.212/30 | 10.233.55.0/24 | 10.233.55.1
I11 | Cac huyén, thi x4, thanh ph

1 | Thanh phé Tam Ky 172.21.1.80/30/32 | 172.21.1.80/30 | 10.233.22.0/24 | 10.233.220.1
2| Thanh phé Hoi An 172.21.1.116/30/32 | 172.21.1.116/30 | 10.233.31.0/24 | 10.233.310.1
3 | Huyen Duy Xuyen 172.21.1.84/30/32 | 172.21.1.84/30 | 10.233.23.0/24 | 10.233.230.1
4 | Huyén Pha Ninh 172.21.1.96/30/32 | 172.21.1.96/30 | 10.233.26.0/24 | 10.233.260.1
5 | Huyén Dai Loc 172.21.1.100/30/32 | 172.21.1.100/30 | 10.233.27.0/24 | 10.233.270.1
6 | Huyén Qué Son 172.21.1.104/30/32 | 172.21.1.104/30 | 10.233.28.0/24 | 10.233.280.1
7 | Huyén Thang Binh 172.21.1.120/30/32 | 172.21.1.120/30 | 10.233.32.0/24 | 10.233.320.1
8 | Huyén Dién Ban 172.21.1.140/30/32 | 172.21.1.140/30 | 10.233.37.0/24 | 10.233.370.1
9 | Huyén NGi Thanh 172.21.1.92/30/32 | 172.21.1.92/30 | 10.233.25.0/24 | 10.233.250.1
10 | Huyén Hiép Diic 172.21.1.108/30/32 | 172.21.1.108/30 | 10.233.20.0/24 | 10.233.290.1
11 | Huyén Nam Giang 172.21.1.112/30/32 | 172.21.1.112/30 | 10.233.30.0/24 | 10.233.300.1
12 | Huyén Dong Giang 172.21.1.124/30/32 | 172.21.1.124/30 | 10.233.33.0/24 | 10.233.330.1
13 | Huyén Tién Phudc 172.21.1.128/30/32 | 172.21.1.128/30 | 10.233.34.0/24 | 10.233.340.1
14 | Huyén Phuéc Son 172.21.1.132/30/32 | 172.21.1.132/30 | 10.233.35.0/24 | 10.233.350.1
15 | Huyén Bic Tra My 172.21.1.136/30/32 | 172.21.1.136/30 | 10.233.36.0/24 | 10.233.360.1
16 | Huyén Nam Tra My 172.21.1.144/30/32 | 172.21.1.144/30 | 10.233.38.0/24 | 10.233.380.1
17 | Huyén Tay Giang 172.21.1.148/30/32 | 172.21.1.148/30 | 10.233.39.0/24 | 10.233.390.1
18 | Huyén Nong Son 172.21.1.88/30/32 | 172.21.1.88/30 | 10.233.24.0/24 | 10.233.240.1




Phu luc 111
Tham so6 ky thuat dap wng thiét bi mang ndi b cda cac S¢, Ban, nganh; cac
huyén, thi xa, thanh pho

1. Théng sb cap Firewall téi thiéu

STT NOI DUNG YEU CAU CHI TIET
| | Niing e thiét bj
1 | Thong lugng Firewall 10 Gbps
2 | Thong lugng NGFW 3 Gbps
3 | Thong lugng IPS 4.5 Gbps
4 Thong _lu(_)'ng Threat 2.5 Ghps
Protection
5 Sg) lu’qn‘g. phién két noi 3,000,000
dong thot
6 S6 luong phién két noi 200,000

maoi/gidy

Thong luong IPsec VPN | 12 Gbps

8 | Thong lugng SSL-VPN 1.5 Gbps

S6 lwgng SSL VPN Users
két no1 dong thoi: tich

d hop san hoic da bao gdm 450 user

trong ban quyén thiét bi
10 | Thong luong SSL 3.5 Ghps

Inspection

2 e 16 x 1GE RJ45; 8x GE SFP; 4 x 10GE

11 | Cong két noi SEP+

Sé luong Firewall a0 yéu
12 cau: tich hop san hoac da 10

bao gém trong ban quyén
thict bi

Il | Cac tinh ning hd tro

C6 kién tric phan cting véi chip xt Iy song
song hoac da nhén, dam bao hiéu nang cao
Yéu céu kién trac phan de phuc vu dong thoi SD-WAN va Firewall

cing C6 kién triic SD-WAN ket hop Security
(Firewall tich hop SD-WAN), hd tro co ché
quan ly tap trung tir noi bo hoac dam may.




STT NOI DUNG YEU CAU CHI TIET

H0 tro tinh nang Apps Control Paths: hon
3000 rng dung
SLA Health Check theo céc thong sé
Latency, Jitter va Packet Loss
Ho trg Auto Discovery VPN (ADVPN): Tu
dong thi€t 1ap Tunnel két noi (goi la dudng

2 | Cac tinh nang SD-WAN | tat - shortcuts) gitra cac Spoke trong kién

triic Hub va Spoke. Ho tro thiét 1ap két noi
shortcut gitta cac Spoke nam sau l6p NAT

Ha tro link load balancing cho cac két ndi
Internet

Monitoring, Report tap trung tir hé thong
trung tam

Céc tinh nang bao mat
IPS

HJ tro tdi thiéu 10,000 IPS signatures

HJ trg phat hién giao thirc bat thuong,
nguong bat thuong, tu dinh nghia signature

HO trg cac cach hanh xt IPS: default,
monitor, block, reset, hodc quarantine

Céc tinh nang Anti-
Malware/Anti-Virus

Ngan chan IP Botnet Server véi Co so dix
liéu IP Reputation

Loc virus thong qua cac giao thic va dang
file sau:

- H6 tro HTTP, FTP, IMAP, POP3, SMTP,
NNTP, MAPI, CIFS va SSH

- Phat hién dir li¢u ma hoa voi SSL
Inspection

Hb tro Al va Sandbox dé phat hién cac
advance Virus/Malware

Cac tinh nang Web va
Video Filtering

HO tro toi thiéu 3 ché d6 kiém tra loc web:
Proxy, flow va DNS.

Co ché loc web tu dong véi co so dit ligu
phan loai web theo thoi gian thuc: tdi thiéu
250 tri¢u URLs dugc danh gia vao 60 chu
dé (categories) web voi 60 ngdn ngir

Ho trg nhan dién ung dung theo it nhét 15
chu dé (categories) khac nhau




STT NOI DUNG YEU CAU CHI TIET
Céc tinh nang kiém soat | HJ tro kiém soat timg tmg dung theo hanh
ung dung (Application vi, chu d€, murc d6 pho bien, cong nghg, rui
Control) ro, nha cung cap, giao thirc
Active-Active, Active-Passive, Clustering
7 | Tinh san sang HO trg chia tai cac Firewall duoc 4o hoa

giita cac thiét bi trong Cluster/HA

Ban quyén phan mém va
dich vu di kém

Uy tin thuong hi¢u: Nha
san xuat thiét bi phai

Gartner Magic Quadrant Network Firewall
5 nam gan nhat

1 o , .
thugc nhom Leader trong | Gartner Magic Quadrant WAN Edge
danh glé cua Gartner Infrastructure
Thiét b c6 day di ban IPS, Advanced Malware Protection,
2 | quyén sur dung cac tinh Application Control, Web & Video
nang bao mat nang cao Filtering, Antispam
3 Bao hanh, dich vu hd trg | Dich vu bao hanh phén ctng va ho trg k}NI’
ky thuat thudt dap img SLA 24x7 cua hang san xuat
2. Théng sé cip Switch core toi thiéu
STT NOI DUNG YEU CAU CHI TIET
| Feature Switch/ Tinh
nang Chuyén mach
Cong xuit chuyén d6i /
1 | Switching capacity 288 Gbps
(data rate, full duplex)
Kha ning chuyén tiép /
2 | Forwarding capacity 214 Mpps
(data rate, full duplex)
S6 cong / Fixed ports:
3 | 10/100/1000 Mbps 24
RJ45
4 Fixed ports: 100/1000
Mbps SFP
5 | Modular slots 3
5 Modular ports: 1 Gbps 4

SFP (max.)




STT

NOI DUNG

YEU CAU CHI TIET

Modular ports: 1/10 GbE
SFP/SFP+
(max.)

12

Modular ports:
1/10GBASE-T RJ45
(max.)

12

Modular ports: 40 GbE
QSFP+
(max.)

10

Modular service: IPsec
VPN

With module

11

Advanced IPv4/v6 Layer
3 routing

(OSPF, BGP, VRRP,
PIM, PBR, VRF)

With license

12

Bing thong xép chong /
Aggregated stacking
bandwidth

960 Gbps

13

Kha ning xép chong /
Stacking density
(maximum switches in a
stack)

12

14

Sb cong xép chong /
Stacking ports
(maximum ports2
usable for

stacking)

Up to 4x10 GbE SFP+ or 2x40 GbE
QSFP+

15

Khoang cach xép chong
tdi da / Maximum
stacking distance
(distance between stacked
switches)

10 km

16

Campus Fabric

Fabric Port Extender (PE)

Feature Electrical and
Mechanical / Tinh nang
dién va Co khi

Nguéng dién dau vao
(AC) / Power inlet (AC)

Cl4




STT

NOI DUNG

YEU CAU CHI TIET

Dién &p / tan s6 dau vao /

AC: 100 to 240 VAC @ 50 to 60 Hz | DC:

2 Input voltage/frequency | 40 to 60 VDC
Maximum current draw
3 | (at 100 VAC, one power |13.3 Amp
supply)
Cung cip ngudn dién toi
4 da (AC)/ _Power supply 2%950 W
rated maximum
output (AC)
Cung cap nguodn dién tbi
5 da (DC)/ _Power supply 2%510 W
rated maximum
output (DC)
MTBF3
6 (25°C) 628,369 hours
- 10/100/1000 Mbps, 10 Gbps 10GBASE-T
ports: RJ-45
- 100 Mbps SFP ports
- 1 Gbps SFP ports
- 10 Gbps SFP+ ports
- 40 Gbps QSFP+ ports ‘
- Quan 1y Ethernet ngoai bang tan:
Tirv chon kit ndi / 10/100/1000 Mb / giday RJ-45 / Out-of-
7 Coﬁnec'tor options band Ethernet management: 10/100/1000
P MbpsRI-45
- Quan 1y bang diéu khién: Cong noi tiep
Mini-USB RS232 serial port (Mini-B plug)
/ Console management: Mini-USB RS232
serial port (Mini-B plug) ’
‘Truyén tép tin: Cong USB, phich cam
chuan A / File Transfer: USB port,
standard-A plug
Bo nhé Ram / DRAM
B0 nhé Flash/ NVRAM | - 2 GB
8 | (Flash) -2 GB
B0O nhd dém / Packet - 24 port: 4 MB
buffer size
9 HO tro téi da / Maximum | 32,768

MAC addresses




STT NOI DUNG YEU CAU CHI TIET
HJ tro toi da / Maximum
10 VLANS, - 4,096
HO tro toi da /Maximum - 32
PVLANS
HJ tro toi da / Maximum
L sp (spanning trees) $ 294
12 | Maximum Ves - 512
Y . . 15,168 (IPv4)
13 HO tro toi da / Maximum | 5,120 (IPv6)

routes (in hardware) -

- 16,000 (Next Hop Addresses)

- Maximum ports per trunk: 16

14 | Ketnoi chinh /Trunking | n4oimum trunk groups: 256
15 I\_/Iammum jumbo frame 9,216 bytes
size
16 | Average latency 1.3 us
17 Hang do1 uu tién QoS / 8 per port

QoS priority queues

18

IPsec performance

- Maximum throughput: 10 Gbps, full-
duplex
- Maximum tunnels: 100 (IPv4 and IPv6)

19

Multicast Groups

- 8192 (Layer 2)
- 8192 (Layer 3)

20

VRF

- 32 instances

21

Chuyén d6i 16p 2 / Layer
2 switching

- 802.1s Multiple Spanning Tree
- 802.1x Authentication
- Auto MDI/MDIX
- BPDU Guard, Root Guard
- Dual-Mode VLANSs
- MAC-based VLANSs, Dynamic MAC-
based VLAN activation
- Dynamic Voice VLAN Assignment
- Dynamic VLAN Assignment
- Fast Port Span
- GVRP: GARP VLAN Registration
Protocol
- IGMP Snooping (v1/v2/v3)
- IGMP Proxy for Static Groups
- IGMP v2/v3 Fast Leave




STT NOI DUNG YEU CAU CHI TIET

- Inter-Packet Gap (IPG) adjustment
- Link Fault Signaling (LFS)
- MAC Address Filtering
- MAC Learning Disable
- MLD Snooping (v1/v2)
- Multi-device Authentication
- Per-VLAN Spanning Tree
(PVST/PVST+/PVRST)
- Mirroring - Port-based, ACL-based,
MAC Filter-based, and
VLAN-based
- PIM-SM v2 Snooping
- Port Loop Detection
- Private VLAN
- Remote Fault Notification (RFN)
- Single-instance Spanning Tree
- Trunk Groups (static, LACP)
- Uni-Directional Link Detection (UDLD)
- Metro-Ring Protocol (MRP) (v1, v2)
- Virtual Switch Redundancy Protocol
(VSRP)
- Q-in-Q and selective Q-in-Q
- VLAN Mapping
- Topology Groups

- IPv4 and IPv6 static routes
- RIP v1/v2, RIPNg
- ECMP
- Port-based Access Control Lists
- Layer 3/Layer 4 ACLs
22 | Base Layer 3 IP routing - Host routes
- Virtual Interfaces
- Routed Interfaces
- Route-only Support
- Routing Between Directly Connected
Subnets

- IPv4 and IPv6 dynamic routes
- OSPF v2, OSPF v3 (IPv6)

Premium Layer 3 IP - PIM-SM, PIM-SSM, PIM-DM, PIM
23 | routing passive (IPv4/IPv6 multicast
(with software license) routing functionality)
- PBR

- Virtual Route Redundancy Protocol




STT

NOI DUNG

YEU CAU CHI TIET

VRRP v3 (IPv6)

- VRRP-E (IPv4, IPv6)
- BGP4, BGP4+ (IPv6)
- GRE
- |Pv6 over IPv4 tunnels
- VRF (IPv4 and IPv6)

- MSDP

24

Chét luong dich vu (QoS)
/ Quality of Service (QoS)

- ACL Mapping and Marking of
ToS/DSCP (CoS)

- ACL Mapping and Marking of 802.1p
- ACL Mapping to Priority Queue
- Classifying and Limiting Flows Based on
TCP Flags
- DiffServ Support
- Honoring DSCP and 802.1p (CoS)
- MAC Address Mapping to Priority Queue
- Priority Queue Management using
Weighted Round Robin
(WRR), Strict Priority (SP), and a
combination of WRR and SP
- Priority Flow Control

25

Quang 1y ludn luu thong /
Traffic management

- ACL-based inbound rate limiting and
traffic policies

- Broadcast, multicast, and unknown
unicast rate limiting

- Inbound rate limiting per port

- Outbound rate limiting per port and per
queue

26

Bao mat / Security

- IPsec 128/256 AES-GCM (with service
module)
- MACsec
- 802.1X Authentication
- MAC Authentication
- Flexible authentication
- Web authentication
- DHCP snooping
- Dynamic ARP inspection
- Neighbor Discovery (ND) Inspection
- Bi-level Access Mode (Standard- and
EXEC-level)
- EAP pass-through support
- IEEE 802.1X username export in sFlow




STT

NOI DUNG

YEU CAU CHI TIET

- Protection against Denial of Service
(DoS) attacks
- Authentication, Authorization, and
Accounting (AAA)
- MAC Address Locking MAC Port
Security
- Advanced Encryption Standard (AES)
with SSHv2
- RADIUS/TACACS/TACACS+
- Secure Copy (SCP)
- Secure Shell (SSHv2)
- Protected Ports
- Local Username/Password
- Change of Authorization (CoA) RFC
5176
- RFC Conformance for Encryption:
- RFC 5996 Internet Key Exchange
Protocol Version 2 (IKEv2)
- RFC 4303 IP Encapsulating Security
Payload (ESP)
- RFC 6379 Suite B Cryptographic Suites
for IPsec (Suite-BGCM-256 and Suite-B-
GCM-128)
- RFC 5903 Elliptic Curve Groups Modulo
a Prime (ECP Groups)
for IKEv2
- RFC 4868 Using HMAC-SHA-256,
HMAC-SHA-384, and
HMAC-SHA-512 with IPsec
- RFC 4754 IKEv2 Authentication Using
the Elliptic Curve Digital
Signature Algorithm (ECDSA)
- RFC 4106 The use of Galois/Counter
Mode (GCM) in
IPsec Encapsulating Security Payload
(ESP)SP800-56A
Recommendation for Pair-Wise Key
Establishment Schemes
Using Discrete Logarithm Cryptography
- Encrypted Syslog (RFC 5425)
- RADSEC (RFC 6614)

27

Quan ly / Management

- DHCP Auto Configuration
- Configuration Logging
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STT

NOI DUNG

YEU CAU CHI TIET

- Digital Optical Monitoring

- Display Log Messages on Multiple
Terminals

- Embedded Web Management
(HTTP/HTTPS)

- Embedded DHCP Server

- Industry-standard Command Line
Interface (CLI)

- Key-based activation of optional software
features

- USB file management and storage
- Macro for batch execution

- Qut-of-band Ethernet Management
- ERSPAN support for remote traffic
monitoring

- RSPAN

- TFTP

- TELNET Client and Server

- Bootp

- SNMPv1/v2c

- DHCP Server and DHCP Relay

- SNMPv3 Intro to Framework

- Architecture for Describing SNMP
Framework

- SNMP Message Processing and
Dispatching

- SNMPv3 Applications

- SNMPv3 User-based Security Model
- SNMP View-based Access Control
Model SNMP

- sFlow

- NTP Network Time Protocol

- Multiple Syslog Servers

- SCP

28

D0 an toan / Safety

- CAN/CSA-C22.2 NO. 60950-1-07; UL
60950-1; IEC60950-1; EN 60950-1:2006
Safety of Information Technology
Equipment; EN 60825-1 Safety of Laser
Products

29

Mién trir / Immunity

- EN 61000-6-1 Generic Immunity and
Susceptibility; EN 55024 Immunity
Characteristics; EN 61000-4-3 Radiated,
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STT NOI DUNG YEU CAU CHI TIET
Radio Frequency,
Electromagnetic Field; EN 61000-4-4
Electrical Fast Transient; EN 61000-4-5
Surge; EN 61000-4-6 Conducted
Disturbances
Induced by Radio-Frequency Fields; EN
61000-4-8 Power Frequency Magnetic
Field; EN 61000-4-11 Voltage Dips and
Sags
Tuan thi quy dinh moi 1 g1 0 ombliant (6 of 6): WEEE-
30 | truong / Environmental )
: compliant
regulatory compliance
31 | b6 rung/ Vibration - IEC 68-2-36, IEC 68-2-6
Do chiu dan sdc, roi / _ Y Y
32 Shock and drop IEC 68-2-27, IEC 68-2-32
3. Théng sé Switch access tdi thiéu
STT NOI DUNG YEU CAU CHI TIET
| Feature Switch/ Tinh
nang Chuyén mach
Cong xuit chuyén d6i /
1 | Switching capacity (data | 132 Gbps
rate, full duplex)
Kha ning chuyén tiép /
2 | Forwarding capacity (data | 98 Mpps
rate, full duplex)
S6 cong 10/100/1000
3 | Mbps RJ45 24
downlinks
10/100/1000 Mbps RJ45
4 | uplinks (full duplex only, |2
no PoE)
5 S6 cong quang 1/10 Gbps 4
SFP/SFP+ uplinks
Hiéu suit nang luong /
6 | Energy Efficient Ethernet | Yes
(802.3az)
7 | Tinh ning tich hopsan/ | Yes
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STT

NOI DUNG

YEU CAU CHI TIET

Base IPv4/v6 Layer 3
routing (static routing,
RIP)

Advanced IPv4/v6 Layer 3
routing (OSPF, VRRP,
PIM, PBR features)

With license

Bing thong xép chong /
Aggregated stacking
bandwidth (data rate, full
duplex)

480 Gbps

10

Kha ning xép chong /
Stacking density
(maximum switches in a
stack)

12

11

S6 cong xép chong /
Stacking ports (maximum
ports2 usable for stacking)

Up to 4x10 GbE SFP+

12

Khoang cach xép chong
t6i da / Maximum stacking
distance (distance

between stacked switches)

10 km

13

Campus Fabric

Fabric Port Extender (PE)

Feature Electrical and
Mechanical / Tinh nang
dién va Co Kkhi

Ngudn dién dau vao (AC)
/Power inlet (AC)

Cl4

Pién ap / tan s6 dau vao /
Input voltage/frequency

AC: 100 to 240 VAC @ 50 to 60 Hz

Cung cip ngudn dién t6i
da (AC) / Power supply
rated maximum (AC)

36 W

MTBF (25°C)

871,931 hours

Cong USB Type-C port
(for console management)
tich hop san

Yes

Cong RJ45 serial port (for
serial console

Yes
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STT

NOI DUNG

YEU CAU CHI TIET

management) tich hop san

Cong USB Type-A port

7| (for external file storage) | Yes
tich hop san
Cong RJ45 Ethernet port
8 | (for out of band network | Yes
management) tich hop san
- 10/100/1000 Mbps RJ-45
- 1 Gbps SFP ports
- 1/10 Gbps SFP+ ports*
Tiv chon két néi / - Qut-of-band Ethernet management:
9 c:oznec;'tor ontions 10/100/1000 Mbps RJ-45*

P - Console management: RJ45 serial port
and USB Type-C port with serial
communication device class support*
- File transfer: USB port, standard-A plug*

B0 nhé ram / DRAM
B0 nhé Flash/ NVRAM |- 1 GB
10 | (Flash) -2GB
Bd nhé dém / Packet - 8/10/12/24 port. 2 MB, 48 port: 4 MB
buffer size
HJ tro toi da / Maximum
111 MAC addresses 16,384
HJ tro toi da / Maximum
12 VLANs - 4,095
HO tro toi da / Maximum | - 32
PVLANS
Hb tro tdi da / Maximum
13 | STP (spanning trees - 254
instances)
14 HO tro toi da / Maximum | 382
VEs
HJ tro toi da / Maximum
15 1 ARP entries 4,094
16 H) tro toi da / Maximum | - 1,000 (IPv4), 1,000 (IPv6)
routes (in hardware) - Next hop address: 4,094
17 | Két ndi chinh / Trunking |~ Maximum ports per trunk: 8

- Maximum trunk groups: 128
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STT NOI DUNG YEU CAU CHI TIET

- 802.1X authentication
- MAC authentication
- Flexible authentication
- Web authentication
- DHCP snooping
- Dynamic ARP inspection
- Neighbor Discovery (ND) Inspection
18 | Bao mat/ Security - Bi-level Access Mode (Standard and
EXEC Level)

- EAP pass-through support
- IEEE 802.1X username export in sFlow
- Protection against Denial of Service
(DoS) attacks
- Authentication, Authorization, and
Accounting (AAA)

- OpenFlow1 v1.0 and v1.3

Tinh nang SDN / SDN - OpenFlow with hybrid port mode
features - Operates with an OpenDayL.ight
Controller

19

- Layer 3 VRRP/VRRP-E protocol
redundancy

- Real-time state synchronization across
the stack

Tinh kha dung cao / High | - Hitless failover and switchover from
availability master to standby stack controller

- Hot insertion and removal of stacked
units

- Layer 2 VSRP switch redundancy

- In Service Software Update (ISSU)

20

- 802.1s Multiple Spanning Tree
- 802.1x Authentication
- Auto MDI/MDIX
- BPDU Guard, Root Guard
- Dual-Mode VLANs
- MAC-based VLANSs, Dynamic MAC-
based VLAN activation
- Dynamic VLAN Assignment
- Dynamic Voice VLAN Assignment
- Fast Port Span
- GVRP: GARP VLAN Registration
Protocol
- IGMP Snooping (v1/v2/v3)

B4 tinh nang 16p 2 / Layer

21 2 feature set
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STT

NOI DUNG

YEU CAU CHI TIET

- IGMP Proxy for Static Groups

- IGMP v2/v3 Fast Leave

- Inter-Packet Gap (IPG) adjustment
- Link Fault Signaling (LFS)

- MAC Address Filtering

- MAC Learning Disable

Tinh nang dinh tuyén IP
cap cao layer 3 kém ban
quyén phan mém /

- IPv4 and IPv6 dynamic routes
- OSPF v2, v3

22 Premium Laver 3 [P - PIM-SM, PIM-SSM, PIM-DM, PIM
: y : passive (IPv4, IPv6)
routing feature set with
; - PBR
software license*
- 802.1AB LLDP/ LLDP-MED
- 802.1D MAC Bridging
- 802.1p Mapping to Priority Queue
- 802.1s Multiple Spanning Tree (MST)
- 802.1w Rapid Reconfiguration of
Spanning Tree (RSTP)
Twong thich chuin IEEE / - 802.1x Port-based Network Access
23 | IEEE standards Control (PNAC)
compliance - 802.3 Carrier Sense Multiple
P Access/Collision Detection
(CSMA/CD)
- 802.3ab 1000BASE-T
- 802.3 10Base-T
- 802.3ad Link Aggregation (Dynamic and
Static)
- 802.1 AX-2008 Link Aggregation
Tue}n thu quy dinh mo1 RoHS-compliant (6 of 6); WEEE-
24 | truong / Environmental .
: compliant
regulatory compliance
25 | B¢ rung / Vibration IEC 68-2-36, IEC 68-2-6
26 | DO chiu dan soc, roi/ IEC 68-2-27, IEC 68-2-32

Shock and drop




Phu luc IV

Tham sb k§ thuét dap ng thiét bi mang ndi bd (LAN)
doi véi cap xa, phwong, thi tran

1. Théng sb Firewall tdi thiéu

STT NOI DUNG YEU CAU CHI TIET
| | Niing e thiét bj
1 | Thong lugng Firewall 6.5 Gbps
2 | Thong lugng NGFW 1 Ghps
3 | Thong lugng IPS 1.4 Gbps
4 Thong _lu(_)'ng Threat 750 Miops
Protection
5 Sg) lu’qn‘g. phién két noi 1.300.000
dong thot
6 SO, !u’qrAlg phién két noi 40.000
maoi/gidy
Thong luong IPsec VPN | 5 Gbps
8 | Thong lugng SSL-VPN 900 Mbps
S6 lwgng SSL VPN Users
9 kg:t n01vdon~g thot: ;:EICh hop 150 user
san hodc da bao gom trong
ban quyén thiét bi
10 | Thong luong SSL 700 Mbps
Inspection
11 | Cong két ndi 8x GE RJ45 Ports
Sé luong Firewall a0 yéu
cau: tich hop san hoac da
12 A , A 10
bao gom trong ban quyén
thiét bi
Il | Cac tinh ning hd tro
C6 kién trac phan ctng véi chip xur 1y
song song hodc da nhan, dam bao hi¢u
1 Yéu cau kién trac phan ning cao dé phuc vu dong thdi SD-WAN

cung

va Firewall

C6 kién triic SD-WAN ket hop Security
(Firewall tich hgp SD-WAN), ho trg co




STT

NOI DUNG

YEU CAU CHI TIET

ché quan 1y tap trung tir ndi bo hodc dam
may.

Céc tinh nang SD-WAN

H) tro tinh ning Apps Control Paths: hon
3000 tng dung

SLA Health Check theo céc thong sb
Latency, Jitter va Packet Loss

Ho trg Auto Discovery VPN (ADVPN):
Tu dong thiét 1ap Tunnel két ndi (goi 1a
duong tat - shortcuts) giita cac Spoke trong
kién trac Hub va Spoke. Hb tro thiét lap
két ndi shortcut giira cac Spoke nim sau
16p NAT

HO tro link loadbalacing cho cac két ndi
Internet

Monitoring, Report tap trung

Céc tinh nang bao mat IPS

H& tro tbi thiéu 10,000 IPS signatures

HJ trg phat hién giao thirc bat thuong,
nguong bat thuong, tw dinh nghia
signature

HO trg cac cach hanh xu IPS: default,
monitor, block, reset, hodc quarantine

Céc tinh nang Anti-
Malware/Anti-Virus

Ngan chan IP Botnet Server véi Co so dix
liéu IP Reputation

Loc virus thong qua céc giao thuc va dang
file sau:

- Hd tro HTTP, FTP, IMAP, POP3,
SMTP, NNTP, MAPI, CIFS va SSH

- Phat hién dir liéu ma hoa voi SSL
Inspection

HO trg Al va Sandbox dé phat hién cac
advance Virus/Malware

Cac tinh nang Web va
Video Filtering

HJ tro toi thiéu 3 ché d6 kiém tra loc web:
Proxy, flow va DNS.

Co ché loc web tu dong voi co so dir liéu
phan loai web theo thoi gian thuc: ti thiéu
250 triéu URLs dugc danh gid vao 60 chu
dé (categories) web voi 60 ngdn ngir




STT

NOI DUNG

YEU CAU CHI TIET

Céc tinh nang kiém soat

HO trg nhan di¢n img dung theo it nhat 15
chu dé (categories) khac nhau

6 | ung dung (Application HJ trg kiém soat timg img dung theo hanh
Control) vi, chu de, mirc d9 pho bicn, cong nghg,
rui ro, nha cung cap, giao thic
Active-Active, Active-Passive, Clustering
7 | Tinh san sang HO tro chia tai cac Firewall dugc 4o hoa
gifra cac thiét bi trong Cluster/HA
I Ban quyén phin mém va
dich vu di kem
Uy tin thuong hiéu: Nha | Gartner Magic Quadrant Network Firewall
1 san xudt thiét bi phai thuoc | 5 nam gan nhat
nhém Leader trong danh | Gartner Magic Quadrant WAN Edge
gia cua Gartner Infrastructure
Thict bj 6 day di ban IPS, Advanced Malware Protection,
2 | quyén su dung cac tinh Application Control, Web & Video
nang bao mat nang cao Filtering, Antispam
3 Béo hanh, dich vu hd tro Dich vu bao hanh phén ctng va ho trg k}NI’
k¥ thuat thuat dap ung SLA 24x7 cua hang san xuat
2. Théng sé switch téi thiéu
2.1. Thong sé Switch access 12 Port tai thiéu
STT NOI DUNG YEU CAU CHI TIET
I Feature Switch/ Tinh
nang Chuyén mach
Cong xuat chuyén doi /
1 | Switching capacity (data | 68 Gbps
rate, full duplex)
Kha ning chuyén tiép /
2 | Forwarding capacity (data | 51 Mpps
rate, full duplex)
Sb cong 10/100/1000
3 | Mbps RJ45 12
downlinks
4 S6 cong quang 1/10 Gbps 9

SFP/SFP+ uplinks




STT

NOI DUNG

YEU CAU CHI TIET

Cong PoE/PoE+ ports

12

S6 cong POE t6i da /
Maximum PoE Class 3
ports (15.4 W per port)

S6 cong POE tbi da /
Maximum PoE+ Class 4
ports (30 W per port)

Tinh ning tich hop sin /
Base IPv4/v6 Layer 3
routing (static routing,
RIP)

Yes

Advanced IPv4/v6 Layer 3
routing (OSPF, VRRP,
PIM, PBR features)

With license

10

Bing thong xép chong /
Aggregated stacking
bandwidth (data rate, full
duplex)

240 Gbps

11

Kha ning xép chong /
Stacking density
(maximum switches in a
stack)

12

12

S6 cong xép chong /
Stacking ports (maximum
ports2 usable for stacking)

Up to 2x10 GbE SFP+

13

Khoang cach xép chong
t6i da / Maximum stacking
distance (distance

between stacked switches)

10 km

14

Campus Fabric

Fabric Port Extender (PE)

Feature Electrical and
Mechanical / Tinh nang
dién va Co khi

Nguén dién dau vao (AC)
/Power inlet (AC)

Cil4

Pién ap / tan s6 dau vao /
Input voltage/frequency

AC: 100 to 240 VAC @ 50 to 60 Hz




STT NOI DUNG YEU CAU CHI TIET
Cung cap ngudn dién toi
3 | da(AC)/ Power supply 150 W
rated maximum (AC)
4 | MTBF (25°C) 562,889 hours

Cong USB Type-C port

5 | (for console management) | Yes
tich hgp san
Cong RJ45 serial port (for
6 | serial console | Yes
management) tich hop san
Cong USB Type-A port
7| (for external file storage) | Yes
tich hop san
Cong RJ45 Ethernet port
8 | (for out of band network | Yes
management) tich hop san
- 10/100/1000 Mbps RJ-45
- 1 Gbps SFP ports
- 1/10 Gbps SFP+ ports*
Tirv chon két ndi / - OQut-of-band Ethernet management:
9 Coznec'tor options 10/100/1000 Mbps RJ-45*

P - Console management: RJ45 serial port
and USB Type-C port with serial
communication device class support*
- File transfer: USB port, standard-A plug*

B0 nhé ram / DRAM
Bo nhé Flash / NVRAM -1 GB

10 | (Flash) -2GB
Bd nhé dém / Packet - 8/10/12/24 port: 2 MB, 48 port: 4 MB
buffer size
HJ tro toi da / Maximum

111 MAC addresses 16,384
HJ tro toi da / Maximum

12 VLANs - 4,095
HO tro toi da / Maximum | - 32
PVLANSs

13 HO tro toi da / Maximum | 254

STP (spanning trees




STT NOI DUNG YEU CAU CHI TIET
instances)
14 HO tro toi da / Maximum | 382
VESs
15 HO tro toi da / Maximum | 4,094

ARP entries

16

HJ tro toi da / Maximum
routes (in hardware)

- 1,000 (IPv4), 1,000 (IPv6)
- Next hop address: 4,094

17

Két néi chinh / Trunking

- Maximum ports per trunk: 8
- Maximum trunk groups: 128

18

Bdo mat / Security

- 802.1X authentication
- MAC authentication
- Flexible authentication
- Web authentication
- DHCP snooping
- Dynamic ARP inspection
- Neighbor Discovery (ND) Inspection
- Bi-level Access Mode (Standard and
EXEC Level)
- EAP pass-through support
- IEEE 802.1X username export in sFlow
- Protection against Denial of Service
(DoS) attacks
- Authentication, Authorization, and
Accounting (AAA)

19

Tinh nang SDN / SDN
features

- OpenFlow1 v1.0 and v1.3

- OpenFlow with hybrid port mode
- Operates with an OpenDayL.ight
Controller

20

Tinh kha dung cao / High
availability

- Layer 3 VRRP/VRRP-E protocol
redundancy

- Real-time state synchronization across
the stack

- Hitless failover and switchover from
master to standby stack controller

- Hot insertion and removal of stacked
units

- Layer 2 VSRP switch redundancy

- In Service Software Update (ISSU)




STT

NOI DUNG

YEU CAU CHI TIET

21

B6 tinh nang 16p 2 / Layer
2 feature set

- 802.1s Multiple Spanning Tree
- 802.1x Authentication
- Auto MDI/MDIX
- BPDU Guard, Root Guard
- Dual-Mode VLANs
- MAC-based VLANSs, Dynamic MAC-
based VLAN activation
- Dynamic VLAN Assignment
- Dynamic Voice VLAN Assignment
- Fast Port Span
- GVRP: GARP VLAN Registration
Protocol
- IGMP Snooping (v1/v2/v3)
- IGMP Proxy for Static Groups
- IGMP v2/v3 Fast Leave
- Inter-Packet Gap (IPG) adjustment
- Link Fault Signaling (LFS)
- MAC Address Filtering
- MAC Learning Disable

22

Tinh nang dinh tuyén IP
cap cao layer 3 kém ban
quyén phan mém /
Premium Layer 3 IP
routing feature set with
software license*

- IPv4 and IPv6 dynamic routes
- OSPF v2, v3

- PIM-SM, PIM-SSM, PIM-DM, PIM
passive (IPv4, IPv6)

- PBR

23

Tuong thich chuan IEEE /
IEEE standards
compliance

- 802.1AB LLDP/ LLDP-MED
- 802.1D MAC Bridging
- 802.1p Mapping to Priority Queue
- 802.1s Multiple Spanning Tree (MST)
- 802.1w Rapid Reconfiguration of
Spanning Tree (RSTP)
- 802.1x Port-based Network Access
Control (PNAC)
- 802.3 Carrier Sense Multiple
Access/Collision Detection
(CSMA/CD)
- 802.3ab 1000BASE-T
- 802.3 10Base-T

- 802.3ad Link Aggregation (Dynamic and

Static)
- 802.1 AX-2008 Link Aggregation




STT

NOI DUNG

YEU CAU CHI TIET

24

Tuan thu quy dinh moi1
trudong / Environmental
regulatory compliance

RoHS-compliant (6 of 6); WEEE-
compliant

25

Do rung / Vibration

IEC 68-2-36, IEC 68-2-6

26

Do chiu dan sdc, roi /
Shock and drop

IEC 68-2-27, IEC 68-2-32

2.2. Thong sé Switch access 24 Port tdi thiéu

STT

NOI DUNG

YEU CAU CHI TIET

Feature Swjtch/ Tinh
nang Chuyén mach

Cong xuit chuyén d6i /
Switching capacity (data
rate, full duplex)

132 Ghps

Kha ning chuyén tiép /
Forwarding capacity (data
rate, full duplex)

98 Mpps

S6 cong 10/100/1000
Mbps RJ45
downlinks

24

10/100/1000 Mbps RJ45
uplinks (full duplex only,
no PoE)

S6 cong quang 1/10 Gbps
SFP/SFP+ uplinks

Hiéu suét niang lugng /
Energy Efficient Ethernet
(802.3az)

Yes

Tinh ning tich hop sin /
Base IPv4/v6 Layer 3
routing (static routing,
RIP)

Yes

Advanced IPv4/v6 Layer 3
routing (OSPF, VRRP,
PIM, PBR features)

With license

Bing thong xép chong /
Aggregated stacking
bandwidth (data rate, full

480 Gbps




STT

NOI DUNG

YEU CAU CHI TIET

duplex)

10

Kha ning xép chong /
Stacking density
(maximum switches in a
stack)

12

11

S6 cong xép chong /
Stacking ports (maximum
ports2 usable for stacking)

Up to 4x10 GbE SFP+

12

Khoang cach xép chong
t6i da / Maximum stacking
distance (distance

between stacked switches)

10 km

13

Campus Fabric

Fabric Port Extender (PE)

Feature Electrical and

Mechanical / Tinh nang
dién va Co khi

Ngudn dién dau vao (AC)

L /Power inlet (AC) C14
Di¢n ap / tan s6 dau vao / .

2 AC: 100 to 240 VAC @ 50 to 60 Hz
Input voltage/frequency
Cung cip ngudn dién t6i

3 | da(AC)/Power supply 36 W
rated maximum (AC)

4 | MTBF (25°C) 871,931 hours
Cong USB Type-C port

5 | (for console management) | Yes
tich hgp san
Cong RJ45 serial port (for

6 | serial console | Yes
management) tich hgp san
Cong USB Type-A port

7 | (for external file storage) | Yes
tich hop san
Cong RJ45 Ethernet port

8 | (for out of band network | Yes
management) tich hop san

9 | Tuy chon két ndi / - 10/100/1000 Mbps RJ-45
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STT NOI DUNG YEU CAU CHI TIET
Connector options - 1 Gbps SFP ports
- 1/10 Gbps SFP+ ports*

- Qut-of-band Ethernet management:
10/100/1000 Mbps RJ-45*

- Console management: RJ45 serial port
and USB Type-C port with serial
communication device class support*

- File transfer: USB port, standard-A plug*

10

B0 nhé ram / DRAM
B0 nhod Flash / NVRAM
(Flash)

B0 nhd dém / Packet
buffer size

-1GB
-2GB
- 8/10/12/24 port. 2 MB, 48 port: 4 MB

HJ tro toi da / Maximum

111 MAC addresses 116,384
HO tro tdi da / Maximum

19 VLANS, - 4,095
HO tro toi da / Maximum - 32
PVLANS
HJ tro toi da / Maximum

13 | STP (spanning trees - 254
instances)

14 HO tro t6i da / Maximum | 382
VEs

15 HO tro toi da / Maximum | 4,094

ARP entries

16

HO tro toi da / Maximum
routes (in hardware)

- 1,000 (IPv4), 1,000 (IPv6)
- Next hop address: 4,094

17

Két ndi chinh / Trunking

- Maximum ports per trunk: 8
- Maximum trunk groups: 128

18

Bao mat / Security

- 802.1X authentication

- MAC authentication

- Flexible authentication

- Web authentication

- DHCP snooping

- Dynamic ARP inspection

- Neighbor Discovery (ND) Inspection
- Bi-level Access Mode (Standard and
EXEC Level)
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STT NOI DUNG YEU CAU CHI TIET

- EAP pass-through support

- IEEE 802.1X username export in sFlow
- Protection against Denial of Service
(DoS) attacks

- Authentication, Authorization, and
Accounting (AAA)

- OpenFlow1 v1.0 and v1.3

Tinh nang SDN / SDN - OpenFlow with hybrid port mode
features - Operates with an OpenDayL.ight
Controller

19

- Layer 3 VRRP/VRRP-E protocol
redundancy

- Real-time state synchronization across
the stack

Tinh kha dung cao / High | - Hitless failover and switchover from
availability master to standby stack controller

- Hot insertion and removal of stacked
units

- Layer 2 VSRP switch redundancy

- In Service Software Update (ISSU)

20

- 802.1s Multiple Spanning Tree
- 802.1x Authentication
- Auto MDI/MDIX
- BPDU Guard, Root Guard
- Dual-Mode VLANSs
- MAC-based VLANSs, Dynamic MAC-
based VLAN activation
- Dynamic VLAN Assignment
- Dynamic Voice VLAN Assignment
- Fast Port Span
- GVRP: GARP VLAN Registration
Protocol
- IGMP Snooping (v1/v2/v3)
- IGMP Proxy for Static Groups
- IGMP v2/v3 Fast Leave
- Inter-Packet Gap (IPG) adjustment
- Link Fault Signaling (LFS)
- MAC Address Filtering
- MAC Learning Disable

B¢ tinh nang 16p 2 / Layer

21 2 feature set

9o | Tinh nang dinh tuyén IP | - IPv4 and IPv6 dynamic routes
cap cao layer 3 kém ban - OSPF v2, v3
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STT

NOI DUNG

YEU CAU CHI TIET

quyén phan mém /
Premium Layer 3 IP
routing feature set with
software license*

- PIM-SM, PIM-SSM, PIM-DM, PIM
passive (IPv4, IPv6)
- PBR

- 802.1AB LLDP/ LLDP-MED
- 802.1D MAC Bridging
- 802.1p Mapping to Priority Queue
- 802.1s Multiple Spanning Tree (MST)
- 802.1w Rapid Reconfiguration of
Spanning Tree (RSTP)
- 802.1x Port-based Network Access

.
compliance - 802.3 Carrier Sense Multiple
Access/Collision Detection
(CSMA/CD)
- 802.3ab 1000BASE-T
- 802.3 10Base-T
- 802.3ad Link Aggregation (Dynamic and
Static)
- 802.1 AX-2008 Link Aggregation
o4 Tue}n thu quy dinh mo1 RoHS-compliant (6 of 6); WEEE-
truong / Environmental .
: compliant
regulatory compliance
25 | DPo rung / Vibration IEC 68-2-36, IEC 68-2-6
26 | DO chiu dan soc, roi / |EC 68-2-27, IEC 68-2-32

Shock and drop






