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Sé: 23/CT-TTg Ha Noi, ngay 26 thang 12 nam 2022

CHI THI
Vé ting cwong cong tac bao dim an toan thong tin mang,
an ninh thong tin cho thiét bi camera giam sat

Hién nay, hang triéu camera giam sat dyua trén nén tang giao thirc mang
(sau ddy goi tit 13 “camera giam sat”) dang duoc trién khai va st dung phd
bién. Phan 16n céc thiét bi nay chwa dugc quan 1y nén tiém 4n nhiéu nguy co
bao mat c6 thé bi khai thac nham phuc vu cac hanh vi vi pham phap luat, nhur:
thu thap trai phép dir liéu, thong tin cta co quan, t6 chirc, nguoi dung cho cac
muc dich lra dao, chiém doat tai san; chiém quyén diéu khién thiét bi va st
dung cho cac cudc tn cong mang, phat tan phén mém ddc hai; c6 thé 1am 16
bi mat nha nudc, lam anh hudéng dén an ninh qué)c gia, trat ty an toan xa hoi.

Pé khic phuc cic ton tai va rii ro vé an toan thong tin mang, an ninh
thong tin lién quan dén camera giam sat, Thu twéng Chinh phu chi thi:

1. Cac b, co quan ngang bo, co quan thuéc Chinh phu, Uy ban nhan dan
cac tinh, thanh phé truc thuéc Trung wong, tip doan, tong cong ty nha nudc
thyc hién hiéu qua céc bién phap sau:

a) Xac dinh cap do an toan hé théng thong tin va trién khai phuong an
bao dam an toan hé théng thong tin theo cap do, theo quy dinh cua phap luét
va tiéu chuén, quy chuin k¥ thuat qudc gia vé an toan hé thong thong tin theo
cap d6 khi trién khai cac hé thdng thong tin ¢6 sir dung camera giam sat.

Thoi han hoan thanh: Xac dinh va phé duyét cip do an toan hé thong
thong tin c¢6 s dung camera giam sat, hoan thanh cham nhét trong thang 3
nim 2023; trién khai diy du phuong an bao dam an toan hé théng thong tin
theo cip do d6i véi cac hé thdng thong tin ¢ st dung camera giam sat dang
van hanh, hoan thanh cham nhét trong thang 9 nam 2023.

b) Chi dao cac co quan, don vi truc thudc khi dau tu, mua sdm camera
giam sat hoac thué dich vu cong nghé thong tin c6 st dung camera gidm sat
thuc hién kiém tra, ddnh gia an toan thong tin mang theo quy dinh cta phap
luat; thuc hién kiém tra, danh gia an toan thong tin mang dinh ky theo quy
dinh dbi véi cac hé thong thong tin co sir dung camera giam sat.



¢) Str dung camera giam sat dap Gmg cic yéu cdu vé bao dam an toan
thong tin mang theo quy dinh; khong st dung camera gidm sat khong co
ching nhan xuét xu, chat lugng san pham hoic d3 dugc co quan cd tham
quyén canh bao khong bao dam an toan thong tin mang.

d) Péap ting ngudn lyc, kinh phi bao dam an toan thong tin mang cho céc
hé thdng thong tin ¢6 st dung camera giam sat; chiu trach nhiém trudc Tha
tudng Chinh phii néu dé xay ra mat an toan thong tin mang, an ninh thong tin,
16 bi mat nha nudc tir cac hé théng thong tin co st dung camera giam sat
thudc pham vi quan ly.

d) Xay dung va ra soat, stra doi, bo sung quy ché bao dam an toan thong
tin mang cua co quan, don vi, trong d6 quy dinh rd st dung camera giam sat
phai bao ddm an toan thong tin mang.

e) Sau khi quy chuan k¥ thudt qudc gia vé& yéu cau an toan théng tin
mang co ban cho camera gidm sat dugc ban hanh, cac bg, nganh c6 lién quan
khan truong nghién ctru, t6 chtrc thuc hién ap dung quy chuan ky thuat nay
trong pham vi quan 1y.

2. BO Thong tin va Truyén thong c6 trach nhiém:

a) Uu tién 1ong ghép cac ndi dung tuyén truyén, huéng dan bao dam an
toan thong tin mang cho camera gidm sat trong qua trinh trién khai D¢ an
“Tuyén truyén, nang cao nhan thtrc va pho bién kién thirc vé an toan thong tin
giai doan 2021 - 2025” theo Quyét dinh s6 1907/QD-TTg ngay 23 thang 11
nam 2020 cua Thu tudéng Chinh phu.

b) Xay dung bo tiéu chi vé& yéu cau an toan théng tin mang co ban cho
camera giam sat. Thoi han hoan thanh: thang 3 nam 2023.

¢) Ban hanh quy chuan ky thuit quc gia vé yéu cau an toan thong tin
mang co ban cho camera giam sat va tuyén truyén, pho bién, t6 chirc hudéng
dan 4p dung quy chuan k¥ thuat nay. Thoi han hoan thanh: thang 11 nam 2023.

d) Cong bd danh muc camera giam sat dap tmg quy chuan k¥ thuat qudc
gia vé y€u cau an toan thong tin mang co ban cho camera gidm sat.

d) Chu tri t6 chue trién khai, huéng dan, don ddc, theo dbi, kiém tra viée
thuc hién cac ndi dung tai Chi thi nay; bao cdo Thu tudéng Chinh phu két qua
thuc hién.

3. B6 Cong an c6 trach nhiém:

a) Tang cuong cong tac phong ngua, dau tranh va xur Iy nghiém theo quy
dinh cua phap luat d6i vai cac O quan, t6 chirc va ca nhan loi dung camera
giam sat dé xam pham an ninh quoc gia, trat tu an toan xa hoi.



b) T6 chirc danh gia an ninh thong tin dbi v&i hé théng camera giam sat
tai cac cong trinh quan trong lién quan dén an ninh qudc gia, cac hé thong
thong tin quan trong vé an ninh qudc gia trude khi dua vao van hanh, sir dung.

¢) Nghién ctru, xdy dung quy dinh vé viéc thiét lap, quan 1y, van hanh,
bao tri hé thong camera phuc vu cong tic dam bdo an ninh trat ty ctua luc
lugong Cong an nhan dan dé thong nhat thuc hién trén pham vi toan quoc.

4. B0 Tai chinh c¢ trach nhiém tang cuong quan 1y hoat dong nhép khau
camera giam sat theo quy chuan k¥ thuat qudc gia vé yéu cau an toan thong
tin mang co ban cho camera gidm sat.

5. B Cong Thuong co trach nhiém ting cuong quan 1y, kiém tra hoat
dong kinh doanh camera giam sat, khong dé cac camera giam sat khong dap
mg quy chuan k¥ thudt qudc gia vé yéu cau an toan thong tin mang co ban
cho camera giam sat luu thong trén thi truong; déu tranh chong cac hanh vi vi
pham phap luat vé 1am gia, nhap lau camera giam sat.

6. Pai Truyén hinh Viét Nam, Dai Tiéng n6i Viét Nam, Thong tin x3
Viét Nam va cac co quan bdo chi c6 trach nhiém bd tri chuyén muc, kénh phat
song, thoi gian phat song chuong trinh, tin bai vé an toan thong tin mang,
trong d6 c6 ndi dung lién quan dén camera giam sat dé nang cao nhan thic va
phé bién k¥ ning co ban bao dam an toan théng tin mang cho ngudi sir dung.

7. Cac doanh nghiép san xuét, kinh doanh, nhap khiu camera giam sat:

a) San xuét hodc kinh doanh, nhap khiu camera giam sat dap ing quy
chuan k¥ thuat qudc gia vé yéu cau an toan thong tin mang co ban cho camera
giam sat.

b) Doanh nghlep san xuat chu dong thong bao va cung cap ban cap nhat,
ning cap phan mém cho camera giam sat kh1 phat hién diém yéu, 16 hong bao
mat; hop tac, hd trg khic phuc xir Iy sy cd mat an toan thong tin mang, an

ninh thong tin lién quan dén camera giam sat do doanh nghiép san xuét khi co
yéu ciu ciia co quan c6 tham quyén.

8. Cac doanh nghiép cung cap dich vu vién thong, Internet:

a) Chu dong kiém tra va xtr Iy cic camera giam sat khong bao dam an
toan thong tin mang do doanh nghi¢p cung cap trén ha tang mang ludi cua
doanh nghiép.

b) Chu dong thong bao cho nguoi st dung dich vu ctiia doanh nghi¢p khi
phat hién camera giam sat cua nguodi st dung khong bao dam an toan thong
tin mang.



¢) Phdi hop véi co quan chirc ning ciia Bo Thong tin va Truyén thong
trong viéc theo doi, phat hién, ngan chdn va xtr ly cdc camera gidm sat khong
bdo dam an toan thong tin mang.

d) Phoi hop véi co quan chirc nang cua B§ Cong an trong viéc phat hién
va xur ly t6 chire, ca nhan lgi dung camera giam sat d¢€ xam pham an ninh
quoc gia, trat ty an toan xa hoi.

9. Cac Bo trudng, Thu trudng co quan ngang bd, Thu truong co quan
thudc Chinh phu, Chu tich Uy ban nhan dan tinh, thanh phd truc thudc trung
wong, Thu trudng cic co quan, don vi va cac to chiec, ca nhan lién quan c6
trach nhiém thuc hién nghiém tac Chi thi nay.
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